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The Rt Hon, Sir .Ch'ristopher Rose

[ ‘ © Office of Surveilance - , o
R o Commrssroners o 28 JUN 2012
ot - IR . ‘

Survelltance -
Commissioner

Restricted o S 26June 2012

Covert Surveillance

‘ On 8 June 2012, an Assistant Surveillance Commissioner, Sir Da\ud Clarke, vrslted your Council
on my behalf to review your management of covert activities. I am grateful to you for the facmtres o
afforded forthe lnspectlon

| enclose a copy of Sir Dawd S report which | endorse. I am pleased to see that your Council ,
shows a strong commitment to maintaining high standards of RIPA compliance and you have a -
. particularly commendable training programme. The defects found in trading standards'

. authorisations can be readrly addressed in accordance with the second recommendatlon

The two recommendations are that your policy document be further amended in-the light of paras
12 and 14 of the report and that authorisations for juvenile test purchase operations be more
restricted in scope with care taken in addressrng necessﬂy and proportronahty in relatlon to
particular premises targeted .

| shall be glad to learn that your Councn accepts the recommendatrons and wili see that they are
rmplemented

One of the main functions of review is to enabie public authorities to improve thelr understandlng
and conduct of covert activities. | hope your Council f[nds thls process constructive. P!ease let
this Office know if it can help at any time.

>

Mr lan Coleman -
Acting Chief Executive
~ Wirral Council
Town Hall, -

Brighton Street -

- Wallasey -

" Wirral

- Merseyside, CH44 8ED

) P.d Box 29105 London SW1V 1ZU Tel 020 7035 0074 Fax 020 7035 3114
Web: www.surveillancecommissioners.gov.uk email:oscmailbox@osc:gsi.gov.uk
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" RESTRICTED covering CONFIDENTIAL

DISCLAIMER

ThlS report contains the observations and recommendatlons identified by an md1v1dua1
suiveillarice .inspector, or team of surveillance inspectors, during an inspection of the
specified pubhc authority conducted on behalf of the Chief Surveillance Commissioner.

The mspectlon Was limited by time and could only sample a small proportlon of covert
activity in order to make a subjective assessment of compliance. Failure to raise issues in

this report should not automatically be construed as endorsement of the unreporied
practices. ' ' : '

The advice and guidance provided by the mspector(s) during the mspecnon could only
reflect the inspectors’ -subjective opinion. and does not constitute an endorsed judicial
interpretation of the legislation. Fundamental changes to practices or procedures should
not be implemented unless and until the recommendations in this report are endorsed by
. the Chief Surveillance Commissioner. '

The report is sent only to the recxplent of the Chief Surveillance Commissioner’s letter

 (normally the Chief Officer of the authority inspected). Copies of the report, or extracts
of it, may be distributed at the recipient’s discretion but the version received under the
covering letter should remain intact as the master vérsion.

The Office of Surveillance Commissioners is not a public body listed under the Freedom -
of Information Act 2000, however, requests for the disclosure of the report, or any part of

it, or any distribution of the report beyond the recipients own authority is permlss1ble at

the discretion of the Chief Officer of the relevant public authority without the permission

of the Chief Surveillance Commissioner. Any references to the report or extracts from it,
must be placed in the correct context.

RESTRICTED -



Office of Survelllance
Commlssmners

Office of Surveﬂlance Comrmssmners
PO Box 29105,
London,

. SWIV 1ZU.

10" June 2012 -

METROPOLITAN BOROUGH OF WIRRAL

" INSPECTION REPORT -

Inspectiondate 8" June 2012
- Inspector Sir David Clarke

Assistant Surveillance Comm.lssmner

erral Borough Councﬂ

1. The Council (WBQC) is a unitary authonty servmg a mamly urban populauon
of about 310,000 in Mersey31de

2. The Senior Corporate Management siructure is headed by the Chief Executive,
* © supported by six Service Directors. The Acting Chief Executive is Ian
Coleman, whose address is Wirral Councﬂ Wallasey Town Hall, Bnghton
Street, Wallasey, Witral CH44 8ED.
3. The Director of Law, Human Resources and Asset Management is Bﬂl
Norman, who 1is demgnated Senior Respon31ble Officer (SRO) for RIPA
matters.

4. The most recent 0OSC mspectlon of WBC was conducted by Graham anht '
Surveillance Inspector, accompanied by Kevin Davis, on 1% Fuly 2009, Inhis -
report dated 10% Tuly 2009, Mr Wright reported that all - previous:
recommendations were discharged but made three fresh recommendahons of
his own. -

5. WBC is a frequent user of its RIPA powers havmg granted 55 directed
- surveillance authorisations since the last inspection.

6. None of these applications had used the urgency provisions, none was
concerned with the likely acquisition of confidential information, and none
concerned Covert ITuman Intelligence Sources (CHIS).

' Inspectlon

PO Box 29105 London SW1V 1Z1{Tel 020 7035 0074 Fax 020 7035 3114
Web: www.surveillancecommissioners.gov.uk emailioscmailbox@osc.gsi.gov.uk



- . I carried out the inspection on Sth June 2012 at Wallasey Town Hall T met the
' following council officers:

Tan Coleman, Acting Chief Executive; -

Bill Norman, Director of Law, Human Resources and Asset Management
Colin Hughes, Group Solicitor, Legal and Member Services';

Caroline Laing, a Service Manager in the Children and Young Persons
Department, an. Authorising Officer;

s Derek  Payet, Tradmg Standards Strateglc Manager an. Authonsmg
Officer.

8. The inspection started with a discussion, primarily with Mr Norman and Mr
Hughes, of WBC’s RIPA management, policy and procedures, the designated
authorising ~officers (AOs), training, and the actions .taken. .on the
recommendations-in the last OSC report. I then inspected the Central Record

- and a sample of the RIPA authorisations themselves. I then met Mr Norman,

Miss Laing and Mr Payet fora feedback discussion before departmg the Town

“Hall. : |

9. I then wvisited WBC’ s CCTV control room’ at Cheshire Llnes Building,
- Canning Street, Blrkenhead where I met the followmg

e Robert Henderson, Head of Regulatlon Division; ‘ ;
o Tom Almond, the CCTV operator on duty.

10. I am grateful to all concerned, partleularly Mr Hughes who - made the
arrangements and provided the pre-inspection reading materials, for thelr.
helpful cooperation Whlch greatly eased my task

RIPA Structure

11. WBC has a concise and clear Policy and Procedure on the use of power;s*_
‘under RIPA4 in place. Tn his 2009 report, Mr Wright recommended a number
" of improvements,” which were duly made and approved formally by the

appropriate committee of the council. His first recommendahon is therefore
: dzscharged

12.In chscussmn I made a number of suggestmns for further nnprovement as
follows

(a) In paragraph 3.6, it should be made clear that private information is not
limited to a person ‘s private or family. life (as presently stated) but
includes the way in which he conducts himself in his working life?;

- (b) In paragraph 3.13 (or in an Appendlx) the designated AOs should be
- listed,

. (¢} In paragraph 3.19.1, it should be made clear that any audio recording
device must not be capable of picking up conversations within the home
targeted (rather than should not normally, as presently stated).

- ' The Head of Legal and Democratic Services, Smjlt ‘Four, was on feave on the day of my mspectlon
2 Code of Practice on Covert Surveillance otc., paragtaph 2.4

2



'13

Mr Wrrght commented in 2009 that the Policy included littfle guidance in
respect of CHIS. In résponse to this, the CHIS section (paragraphs 4.1-4.6)
was usefully expanded It accurately describes two scenarios in which the

~ issue of CHIS may arise — a private detective posing as a tenant to obtain )

14.

15.

information about antisocial behaviour, and a trading standards test purchaser ]
who goes beyond the basic transaction and engages the trader in further
discussion to obtain further information. :

These are both situations in which the source is tasked to obtain information.
In discussion, however, I diew attention to paragraph 2.22 of the CHIS Code

‘of Practice, pointing out that a CHIS problem may arise without any tasking.

When an informant gives repeat information about a suspect or about a family,
and it becomes apparent that the informant may be obtaining that information
in the coursé of a family or neighbourhood relationship, alarm bells should
begin to ring. It probably means that the informant is in reality a CHIS, to
whom a duty of care is owed if the information is then used, even though he or
she has not been tasked by the public authority to obtain information on its .

‘behalf, This néeds to be made clear in the Policy document, perhaps with an
" exhortation to refer any such instance for legal advice before aetmg on the

information received from such an informant.

S_ee recommendation I

WBC has never made a CHIS authorisation, and remains unlikely to do 0.

-The Policy provrdes that any CHIS authorisation may only be made by the
Chief Executive®. 1 was told that this provision arose from the concerns'of an

elected member.

16. Mr Norman is SRO for RIPA. Mr Tour is formally keeper of the Central

Record, but the task is delegated to Mr Hughes who has day-to-day control.
The Record complies fully with paragraph 8.1 of the Covert Surveillance Code

- of Practice, and I found no dlserepanmes between it and the authorrsatrons

17.

.18.'

10.

themselves

Mr Hughes holds a quarterly meetmg with RIPA coordmators from each -
relevant department of WBC, reviewing the authorisations granted in that
quarter thus providing the quality assurarice found by Mr Wright to be laeklng

in 2009. Mr Wrzght s second recommendation is therefore drscharged

A quarterly report of RIPA usage and issues is made to the Audrt and Risk
Management Committee of WBC, which therefore complies with the best
practice recommended in paragraph 3.30 of the Code of Practrce

Following a number of retlrements and other departures, there are only three

~ designated AOs in WBC. One of these is presently suspended from his post
* awaiting disciplinary proceedings. It is accepted that two is an insufficient-

number of AOs in an authority of this size making substantial use of its RIPA

‘powers. ‘WBC has a]ready arranged that the new Head of the Antrsocral

% 1t is conventional, and mdeed a requirement of the CHIS Code of Practice (paragraphs 4.22-4. 23 and

Annex A), that only the Chief Executive may authorise a vulnerable or _}uvemle CHIS, but this
restriction does not apply to CHIS authorisations in general

-3



Behaviour Team, a Service Manager of appropriate status, will attend the next - :
~ training session and will then be designated as an AO accordingly no formal
recommendatlon is required. - -

Training _ ‘
. o :

20. An annual training day is held for all AOs and RIPA applicants, the training
being delivered by Ibrahim Hassan of Act Now Training. This year’s fraining
day was delayed in the expectation that section 38 of the Protection of
Freedoms Act 2012 would come into force, but it is to proceed in September

~ in any event. ' ‘ '

21. A clear and accessible training register is mamtamed which is a good practlce i
not always followed elsewhere. .

Examination of Records

- 22. The 55 dJIected surveillance authorisations in the three- year period under
review can be subdivided as follows:

| . 35 for antisocialbehavioui, of which [ examined the most recent five;
e 15 for trading standards (primarily. under-age sales), of W}nch 1
examined three; :

e 5 for fly-tipping, of whlch I exammed two.

23. 1 found that the RIPA1 avithorisation form in use was not the current version,
in that the paragraph references to the Codes of Practice relate to the earlier
 Codes preceding the 2010 revisions. In particular, the important box for
“collateral infrusion” bas a wrong reference and is therefore misleading. 'This

has been immediately remedied by downloading the full set of current forms -
'.from the Home Office website, $o that no formal recommendatlon is required.

24. In the antlsoc1a1 behaviour and fly-tipping cases, correct expiry dates and
' proper reviews were consistently set, and in all cases cancellations were timely
and appropriate.

- 25. The antisocial behaviour cases can be further subdivided. Some wete for
surveillance of public areas of housing estates, where groups of young people
. habitually congregated and caused nuisances ranging from noise - and
~ towdiness, through dangerous driving, excessive dtirking and drug taking, to
brazen drug dealing. In some cases the targeted individuals were already - '
 subject to ASBOs and believed to be in persistent breach. These housing
estates are areas in which there is a culture of nmon-cooperation with the
authoritics and of witness intimidation and reprisals. The authorisations were
~well articulated by the applicant and the AO and are a model of their kind.
One in particular, concerning a 12-year-old boy already under an ASBO, was
Very carefully con51dered by the AQ, referrmg to:

. the neganve impact the target's behaviour has had on the local
community and that he is getting away with the order on a regular

basis . . undermining the justice system and public confidence . . if '

.



there had only. been one or two breaches it could be argued the
surveillance is not proportionate, but there have been numerous-
breaches and efforts by the ASBO team and the police to catch hlm
have failed”. '

26. The - other category concerns feuding neighbours, where a household is
targeted by a near neighbour’s family with threats, assaults and criminat
4 damage. The authorised surveillance involved the installation of covert CCTV
(with audio) in the targeted house, trained on the front and roadway outside.

' Agam, these were well argued and appropriate. ‘

27. The ﬂy—tlppmg authoris atzons were likewise of high quality, though they were
all cases in which the CCTV surveillance was not (or may not have been) truly
covert in that waming notices of CCTV surveillance were posted on the

~ approach to the sites where illegal tipping had occurred.. WBC were clearly
adopting a belt-and-braces approach, and may feel that they can safely proceed
~ without RIPA authorisation when section 38 of the 2012 Act (adchng sectlons '
- 32A and 32B to R]I’A) is brought info force.

28. The tradmg standards authorisations were for Juvemle test purchase ‘
operations, each one planned to take place on a single evening., One, on 4t
.November 2011, was for the sale of fireworks; the remainder for alcohol and
tobacco. Perhaps understandably, the AO set very short expiry dates, each
" authorisation to expire within a day or two after the planned operatton was
completed Accordmgly, no rev1ew dates were set. ,
29.This is an mcorreot niethod of achieving a proper objective. - All directed
surveillance authorisations must be set to expire at 2359 hrs on the last day of
the three month period from the date of authorisation, in accordance with the
prompt on the form itself. The correct way to achieve the objective is to set an
 carly review date and to cancel on review. It is right to add, however, that
" these authorisations were not left to lapse; all were properly and formally
cancelled.
30. More meortantly, ITam a httle troubled that the authonsatmns were for test
- - purchases at a large nuritber 6f shop premises, some 20 in'numbet. Different
. considerations of necessity and proportionality may have affected different -
shops in the list; some may have been previously visited and warned, or been -
. the subject of specific mte]hgence, others merely situated in the vicinity of
juvenile drinking locations®,

31. The ﬁreworks authorisation did not list the shops encompassed within it. It
named two shops, plus “the list of premises provided by the Fire Br zgade
(attached)”. No such list is attached to the retained RIPA forms, so 1t is
nnposs1b1e to see how many. test purchase visits were authorlsed

32.In the case of each of these authorisations, the cancellation form showed that
" eighttests were made and that one sale took place. So it seems that many of
the shops were not tested, despite the applicant’s assertion, and the AO’s

* See OSC Procedures and Guidance, December 2011 revision, paragraph 262
| 5
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agreement, that to test gach of them was necessary. This might render the
entire authorisation susceptible to challenge.

33. For the future, {he remedy is to seek authorisation only in relation to. those
retail outlets which there is specific reason to test, and then to follow it
' thlough in relation to €ach: A single authorisation, not so tightly limited in
time, can properly. cover a multiple test purchase operation which is not
limited to a single day, so long as the issues of necessﬁy and proportionality
- are sulficiently addressed in relation to each of the premises to be VlSIted

* See recommendation II
CCTV

34. WBC operates a network of some 100 CCTV cameras in locations throughout

the borough, monitored by WBC operators from a control room at Cheshire

- Lines. These ate operated under a protocol between WBC and Merseyside

Police which I was shown. Most of the cameras mcorporate a 28-day
automatic recordmg fac111ty

- 35.1 was shown the Control Room handbook the daily log and the CCTV

" viewing book., The viewing book pnmanly records instances of the police

. attending to view recorded material, i.c. evidence-gathering as opposed to

real-time  surveillance. . But it also contains some (highlighted) instances of

police attendance to carry out real-time surveillance, in which case the serial

number of the police RIPA authorisation is recorded. I was shown the
retained copy of the pohce notification of RIPA authonsatlon

36. My v131_t was made’ without prior warning to the operator on duty. I am
- satisfied that the arrangements in place provide suitable safeguards against any -
- unauthorised covert use of WBC’s overt CCTV equipment.

Conclusion

37. WBC exhibits a strong commitment to maintaining high standards of RIPA
compliance. Their training programme is particularly commendable. The
defects which I found in the authorisations emanating from one depamnent'
can be readﬂy addressed i in the light of this report.

38. I make the following

Recommendations

I That WBC's RIPA poltcy document be fwther amended in the lzght of
paragraphs 12 and 14 of this report

I . That future authorzsatzons - for Juvemle test purchase operations be more
restricted in scope, care being taken to address the issues of necessity and
proportionality i in relatzon to the targeted premises.



